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e Breaches, threats, and fraud
e Payment security insights

e How can Flywire help?




Breaches, threats & fraud



Cyber
Security
Breaches
Survey 2025

Suffered a cyber breach or
attack in the past year

Secondary schools E:ik% -11%

Further education colleges W:1{% -1%

Higher education institutions R:ilA - 6%

Businesses /&L - 7%



Higher Education

97% Phishing attacks -3%

Cyber
Security
Breaches
Survey 2025

68% Impersonation attacks - 22%

42% Virus, spyware or malware - 35%

11% Hacking* online bank accounts + 3%

11% Unauthorised access of data (staff) - 16%

5% Unauthorised access of data (outsiders) -15%
15% Ransomware + 5%

97% Senior leadership engagement -3%

81% Senior manager responsible for cyber - 9%

*or attempted hacking #’



NEWS

Home | InDepth | Israel-Gaza war | War in Ukraine | Climate | UK | World | Business | Politics | Culture

Technology

Cyber attack on M&S leads to click
and collect delays

Liv McMahon & Chris Vallance
Technology reporters

22 April 2025

Home | InDepth | Israel-Gaza war | War in Ukraine | Climate | UK | World | Business | Politics | Culture

Technology

Indian IT giant investigates link to
M&S cyber-attack

Graham Fraser
Technology Reporter

23May 2025

In recent news...

NEWS

Home | InDepth | Israel-Gaza war | War in Ukraine | Climate | UK | World | Business | Politics | Culture

Business | Economy | Technology of Business | Al Business

M&S online disruption a 'bruise' to

Nick Edser

Business reporter, BBC News

27 April 2025

Home | InDepth | Israel-Gaza war | War in Ukraine | Climate | UK | World | Business | Politics | Culture

Technology

'They yanked their own plug': How
Co-op averted an even worse cyber
attack

Y

pondent, BBC World Service

15 May 2025

Home | InDepth | Israel-Gaza war | War in Ukraine | Climate | UK | World | Business | Politics | Culture

Technology

Hackers target the Co-op as police
probe M&S cyber attack

Tom Gerken
Technology reporter

30 April 2025 - 681224 Comments

Home | InDepth | Israel-Gaza war | War in Ukraine | Climate | UK | World | Business | Politics | Culture

Technology

M&S hackers sent abuse and ransom
demand directly to CEO

BLOOMBERG VIA GETTY IMAGES

Joe Tidy
Cyber correspondent, BEC World Service

6June 2025

NEWS

Home | InDepth | Israel-Gaza war | War in Ukraine | Climate | UK | World | Business | Politics | Culture

Technology

Harrods latest retailer to be hit by
cyber attack

Tom Gerken Lucy Hooker
Technology reporter ~ Business reporter

1May 2025

Home | InDepth | Israel-Gaza war | War in Ukraine | Climate | UK | World | Business | Politics | Culture

Business | Economy | Technology of Business | Al Business

M&S restarts online orders after
cyber attack

Michael Race
Business reporter, BBC News

10 June 2025 - § 224 Comments



2024 /25 e-commerce value & fraud statistics

Global e-commerce value

-

2$03](; f08t Card fraud 48% of customers say it’s the
orecast . . ap =g=

worldwide will merchant’s responsibility to

reach $4B by 2026 protect them from fraud
$6.8t
2024
N L

$3.9t v I\
2019

46% of global £1.15B card fraud prevented

card fraud

$1.2t £400M / 2.6M cases card fraud
2014 E-commerce card

fraud up 140% E-commerce card fraud up 22%



Payment security insights



PCi

Payment
Security
Insights

PCIDSS v4.0.1
 Published June 2024
e Mandatory for all assessments
* Future dated requirements apply

SAQAV4.0.1rell

Flywire re-elected to PCI SSC Board of
Advisors 2025 - 2027

HE Finance Governance Risk and Compliance
(GRC) roles increasing

Increase in CE / ISO 27001 compliance
Improving PCI DSS compliance rates

PCI Internal Security Assessors



Payment security issues

Leadership
support

Non-compliant Inefficient

third parties payme_nt processes
applications

Complexity




The path forward

Assess your current state
Prioritize simplification
Collaborate and share

Embrace innovation wisely

N\ N X < K

Work with third parties



The path forward

Annual scoping exercise
Gap analysis

Assess your current state

Reduce scope

Change processes

Outsource e-commerce

Card Present payments for retail & services only
Reduce IT footprint

Prioritize simplification

Obtain leadership support

Collaborate & share e Build your team
e Share best practice

e Digital transformation and security programmes

Embrace innovation wisely Move to Saas

Software as a Service

PCI DSS compliant

Understand PCI DSS responsibilities

Consolidate ﬁ‘lywire

Work with third parties



Third Parties S

ervice Providers (TPSP)

Payment Secur'ity' :

MANAGEMENT OF THIRD PARTY SERVICE PROVIDERS

Executive
summary

The Payment Card Industry Data
Security Standard (PCI DSS) is

an information security standard

to protect debit and credit card
numbers. Compliance with PCI DSS
is a contractual obligation with your
acquiring bank and an obligation
with GDPR. For smaller merchants,
like UK Universities, compliance with
PCI DSS can be a challenge and a
proven approach to compliance is
to work with compliant Third Party

Service Providers (TPSP). This
guidance focuses on TPSPs directly
involved in the processing, storage,
or transmission of cardholder data

on behalf of a University, such as
TPSP payment platforms and payment
service providers,

1 Plsasersforto the fullPOI 0SS fordetailed requirements.

1 of Third

Requirements

The use of a PCI DSS compliant TPSP does not
make a University PCI DSS compliant, but can
significantly reduce the scope of an assessment
and compliance with PCI DSS.

There are five requirements*
applicable to all universities:

¥ 12.5.1 Aninventory of all TPSPs with which
account data is shared is maintained

E 12.8.2 Written agreements with TPSPs
are maintained

12.8.3 A process is implemented for
engaging TPSPs, including proper due
diligence prior to engagement

monitor TPSPs' PCI DSS compliance
status at least once every 12 months

12.8.5 Information is maintained about

12.8.4 A program is implemented to

which PCI DSS requirements are managed
by the TPSP, the University, or those that
are shared

Providers

Payment Security

MANAGEMENT OF THIRD PARTY
SERVICE PROVIDERS

Flywire

» Security
Standards

Payment Card Industry
Data Security Standard

Attestation of Compliance for Report
on Compliance - Service Providers

Version 4.0.1
Publication Date: August 2024



TPSPs: More than PCI DSS

3rd Party Due Diligence

o Information security assessment
e Cyber assessment

e PCIDSS compliance

e FCA registered

e AML, Fraud, Sanctions

e Responsibilities

e Incident response

w SOC 2 TYPE Il
» ‘/P._§‘§ % CERTIFIED

PCI SOC 2 Type II

Level 1 Certification with upporting our information e Global Registry of Service

third-party attestations. e Providers

AML & Fraud Resources
for your institution

Resources to strengthen your AML and Fraud controls internally

3rd Party Due
Diligence
Questionnaire

Risk Maturity
Matrix Matrix

SAQ-F




How can
Flywire
help?

108

clients
43 consultancy

drop in QSA

sessions

1071

delegates
trained

payment
security
implementation
clients



Payment Security

Implementation Programme

Working with 15 clients

For institutions with complex environments
For institutions with limited knowledge
Compliance with PCI DSS

Assurance of all payment channels

A 3, 4, or b-year programme

Supported by an Implementation Consultant
Supported by Qualified Security Assessor
Training: Masterclass, Risk and Audit

New 2025: Incident response workshop
Focus on simplification

Payment Security Management System (PSMS)

PSM

a.ru.

| UNIVERSITY©OF
BIRMINGHAM

-% University of
BB BRISTOL

University of

Kent

QUEEN'’S

UNIVERSITY
BELFAST

flywire



Payment Security Management System (PSMS)

Employee engagement,
awareness & training

Centralised
documentation

Compliance with
industry standards

Operational efficiency Vendor & partner trust

and cost savings

«

Maintaining customer

Risk management 7
& mitigation 2 trust & reputation
i li S ’ ! .
Strategic alignment Continuous Incident response

improvement



We Fight Fraud
NEW Campaign

Admissions ‘Future
Ready’ Research

AML & Fraud
Toolkit

Payer Journey
Mapping



Enjoy the conference!

Contact us to learn more about:

Consulting services

Payment security
implementation services

Free training
Free community meetings
QSA drop-in calls

Any payment security or
compliance query




Thank you

=afl Dave Nelld
Sl david.neild@flywire.com




