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Introduction to P2PE — Key points

Keeps data encrypted 
in transit

Encrypts data at the 
point of interaction

Current PCI-validated 
solution

Reduces 
PCI DSS scope

Prevents clear-text 
cardholder data

Ideal for complex 
environments 



Why it matters in higher education

→ Multiple payment touchpoints

→ Decentralised environments

→ High risk of scope creep

→ Reduces scope in complicated 
networks

→ Reputation & compliance



What’s the difference between P2PE and E2EE?

Encryption
P2PE current minimum level

Scope reduction
SAQ P2PE (21) vs. SAQ B-IP (50)

PIM
Chain of custody

Validation
SSC scrutiny

Device requirements 



PIM
P2PE Instruction Manual
 
● The solution name & number

● Software/application details

● Chain of custody

● Inventory & monitoring

● Installation & connection 
instructions

● Tamper & modification guidance



Eligibility: How does the PIM link to the SAQ?

Note: P2PE solutions on the PCI list of Point-to-Point Solutions with Expired Validations are no 
longer considered “validated” per the P2PE Program Guide. Merchants using an expired P2PE 
solution should check with their acquirer or individual payment brands about acceptability of this 
SAQ.



Issues with the PIM
 

● No PIM

● Out of date PIM

● Not following PIM



How to check if it is a validated solution?



Expired devices/ 
components
 
● PCI SSC Expired Devices

● Red/Amber on the PCI 
Validated P2PE solutions 
list can we still use it?

● Talk to your Acquirer

● Have a mitigation plan



Scenario 1
As part of the annual audit 
and inventory management 
we note the device has 
expired. Can we still use it?

Solution Provider: Network 
Merchants LLC

P2PE Solution: NMI P2PE 
Solution

SSC Reference: 2024-01028.005

POI Device: Ingenico iUC150B

Version: 4.x

Approval Number: 4-30172

Approval Expiry: 30 Apr 2024



Scenario 1: P2PE Solution



Scenario 1: PTS POI Device



Scenario 1: PTS POI Device Expiry



Scenario 1: SSC: Search FAQs



Scenario 1: SSC: FAQ 1434



Scenario 1: SSC Document Library 



Scenario 1: SSC: P2PE Technical FAQs



Scenario 2
While conducting fieldwork, I 
discovered an old backup payment 
device stored in a locked drawer 
in Finance. Can we and should we 
be using this device?

Manufacturer: 
Verifone

Device: 
VX820

Solution: 
PAYware Merchant 
P2PE



Scenario 2 red flags
🚩 Physical security
🚩 Tamper detection
🚩 Device inventory
🚩 Staff awareness & training
🚩 Secure communication channels
🚩 P2PE compliance



Scenario 2: 
P2PE Solutions with Expired Validation



Scenario 2:
SSC: P2PE Solution



Scenario 2:
 SSC: PTS Application

➢ Risk Assess
➢ Do you still need it?
➢ Annual Review



Mitigation
✔ Risk assess

✔ Do you still need it?

✔ Annual review

DO NOT WORRY

WE HAVE A PLAN



Final thoughts
1. P2PE is a strategic investment

2. PIM is critical

3. Reduces PCI DSS scope

4. Protects institutional reputation

5. Requires commitment

6. Simplifies operations & compliance
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